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GOFILEROOM PERFORMANCE WHITEPAPER IMPLEMENTATION

INTRODUCTION

Recognizing that GoFileRoom is a critical business tool in your organization, we created this white paper to assist you in
identifying and addressing performance issues. This document identifies common areas that may cause performance
issues and provides guidelines to minimize and troubleshoot them. The following assumptions were made:

e You are using GoFileRoom
e You are an IT professional, who manages the network and/or the workstations.

HOW GOFILEROOM WORKS:

GoFileRoom is a web-based document management and workflow service that primarily uses a web browser and other
common business applications (e.g., Adobe Acrobat and Microsoft Office). As a result, GoFileRoom requires more
bandwidth, processing power, and memory than standard Internet browsing.

FOCAL AREAS THAT IMPACT PERFORMANCE

Slow performance can be attributed to several variables — some that you can control while others that you cannot.

Workstations

Network Environment

Problems encountered by your Internet Service Provider (ISP)
Internet Backbone Latency

GoFileRoom servers
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Two relatively uncontrollable areas are problems that are encountered by your Internet Service Provider (ISP) and
general Internet latency. The good news is that these uncontrollable areas of concern are generally monitored by the
respective firms and are typically being addressed by the time you have found the issue. On the other hand, the
workstation and network areas are ones that generally influence performance and can be fine-tuned to minimize potential
problems.

Our experience finds that a majority of performance issues are related to the workstation or the network environment.
Therefore, ensuring these two critical areas are optimally configured may help avoid most performance issues.



Focus Area

WORKSTATION PERFORMANCE AREAS

Problem

The chart below identifies many of areas that may affect workstation performance.

Recommended Action

Slow Processors can be over tasked if you have an Ensure that your workstations meet the
Processor older computer or run many applications latest system requirements for
simultaneously. Workstations that lack in GoFileRoom (See Appendix —
adequate processor speeds may experience GoFileRoom System Requirements).
longer delays when applications are loading or
running.
Memory Low memory may cause delays in applications Ensure that your workstations meet the
(RAM) and in the operating system latest system requirements for
GoFileRoom.
Network 1. NICs that are configured to run at 10 mbps The network and NICs should match
card on a 100 mbps network will cause slow network configurations (100 mbps) and
performance utilize Full Duplex.
2. Also the default auto-negotiate setting may
occasionally cause issues
Running Running other non-business applications or Instruct users not to run non-business
other non- services, such as music, chat, or quote applications or services. An Internet
business streamers, while logged into GoFileRoom may Use Policy may also be considered.
applications | resultin slow performance
Virus- 1. A workstation that is infected with a virus 1. Ensure all workstations have anti-
related may cause performance issues. virus software installed, updated, and
2. Virus scanning software may monopolize regularly used to scan all directories.
workstation resources 2. Configure to run scans overnight or
during other irregular hours.
Temp file The perpetual increase of files in TEMP Delete TEMP files on a regular basis.
buildup directories may cause applications to run more One can use Windows' Disk Cleanup
slowly by occupying unnecessary space tool to remove all temporary files
simultaneously. See Appendix —
Workstation Maintenance.
Fragmented | Fragmentation occurs over time and can slow Defragment of hard disks should be
Hard disk down the speed at which data can be accessed | performed periodically. See Appendix —
Workstation Maintenance.
Operating Slow performance can also be caused by older Download and install the latest
system versions of operating systems that do not have Windows updates regularly.
the latest hotfixes, service packs or other
updates
Internet 1. Some plug-ins may be out of date. 1. Ensure that the Check Browser link is
Explorer 2. MSXML files may be corrupt selected.
issues 3. Malware (Adware, Spyware, Browser 2. Ensure system requirements are

Hijackers, etc.) can significantly cause
performance issues.

met.
3. Check for malware regularly and
take corrective actions.
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NETWORK PERFORMANCE AREAS

The chart below identifies the most common network bottlenecks that may be negatively affecting performance.

Focus Area

' Problem

Recommended Action

Hubs Running low end or 10 mbps hubs on a Use switches instead of hubs whenever
network may cause poor performance. Most possible. Switches provide for greater
hubs run at half-duplex by default, which throughput and are more efficient.
results in network collisions and slow
performance.

Switches Misconfigured switches may cause Configure switches to run at full-duplex
performance issues. (not half-duplex) and configure switches

to match the speed that of your
workstations - ideally at 100 mbps and
full-dunlex

Routers Routers may become a bottleneck in your Check your router's documentation for
network if misconfigured. detailed configuration and

troubleshooting instructions.

Firewall Improperly configured firewalls can cause slow Ensure firewalls are configured with the
performance. following WAN Failover & Load

Balancing settings:

a. Basic Active/Passive Failover with
Pre-empt and failback to Primary WAN
when possible checked

b. Percentage-Based with Use Source
and Destination IP Addresses Binding
checked.

Bandwidth If your network bandwidth is limited and Make sure that your network has
doesn't meet your users' network demands, enough bandwidth to accommodate
slow performance will result. network traffic. See Appendix —

Bandwidth — How much is enough?

The items above may identify an area in your network infrastructure that is malfunctioning. However, we want to re-
emphasize the importance of bandwidth, which is a big culprit to many performance issues. Many Internet activities
may occupy bandwidth that would otherwise be used for GoFileRoom. Some non- business examples are:

Streaming Video

Network gaming

Streaming Music

Streaming Quotes

Peer-to-peer file-sharing services such as KaZaA, Morpheus, Gnutella, etc.
Chat software, such as, Yahoo Messenger and AOL Instant Messenger

Additionally, one should also account bandwidth demand for accepted business Internet activities, such as the

following:

e Voice over IP (VoIP)
e Web-based meeting services (e.g., Microsoft Live Meeting, WebEx or GoToMeeting.

e Other web-based applications such as GoSystem R/S.
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INTERNET SERVICE PROVIDER

Your Internet Service Provider (ISP) may also affect poor performance. Generally, you should measure your
connectivity periodically using a free speed test that the ISP may provide. If your ISP does not provide one, there are
several free speed tests available online (see Internet Service Provider Troubleshooting). If you consistently get speed
test results that are substantially below your expectations, you may need to talk to your Internet Service Provider.

Make sure you're getting the connection speed for which you pay (or specified in your service level agreement
(SLA)). Your ISP's connections are combined into one or more shared connections. If your ISP overbooks too many
connections into one combined connection that becomes overwhelmed by customer demand, your speed can slow to
a crawl during peak hours.

In summary, you should periodically test your Internet connection speed. If it is consistently much slower than you
expect, discuss the problem with your Internet Service Provider. Your ISP has incentive to maintain reasonable
overbooking ratios in order to be competitive. If the problem can't be resolved, you may need to consider a switch to
another service provider with a better track record.

THE INTERNET BACKBONE (LATENCY)

When your users are connecting to a website; they utilize the Internet backbone, which is managed by a handful of
national ISPs, to reach it. These intermediary communication points are known as ‘nodes’ or ‘hops’ (the Internet
backbone). Since many ‘hops’ are necessary to reach the destination website potential for delays may occur. This
delay is called latency and may impact performance.

Latency is a measure of the delay for a packet to travel from a source (your workstation) to a destination (web server).
The higher the duration, the more delay. It is measured in ‘ms’ or ‘milliseconds,” which are 1/1000" of a second.
Furthermore, route delays are cumulative as they go through the various ‘hops.” Therefore, if ten hops were to each
have a 200 ms delay; then there is at least a two second delay from the source to the destination. This measure is
also transient — meaning the delay may vary each time it is measured.

To measure latency, the network professional should utilize the TRACERT utility that is available to most
workstations. For more information on using TRACERT, please see Appendix — Using TRACERT to Measure and
Identify Latency.

GOFILEROOM SERVERS

The last focal area, where performance may be affected are the GoFileRoom web servers, which are hosted at world
class data centers in Egan, MN & Plano, TX. GoFileRoom utilizes several web servers and has almost an infinite
amount of bandwidth available. All server metrics and bandwidth monitoring is performed by our system engineering
group. Although we monitor server and database load and have load-balancing technology in place, it is possible that
one server is over-utilized compared to another. When this is the case, users may experience slowness when
navigating GoFileRoom or when accessing documents.

INTEGRATED PERFORMANCE TROUBLESHOOTING

Now that we are aware of the most common causes of performance issues, we can combine those areas with other
resources to identify the focal area causing a performance issue. The following procedures should be taken to guide the
IT professional in troubleshooting a performance issue encountered by one or more GoFileRoom users.
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Before troubleshooting any of the focal areas you may want to ask yourself some basic questions about the
performance issue.

1. When did it start?
2. What's changed? Have there been any new network changes, additions, or configuration changes?
3. Are multiple users having the same issue?

Answers to these simply questions may lead you in right direction by helping you identify area of the problem relatively
quickly.

WORKSTATIONTROUBLESHOOTING

Does the performance problem exist on one or many workstations?

This is the first question that should be asked and examined. If only one workstation is experiencing the issue, then the
issue most likely is workstation specific. Make sure your workstations and network meet the latest requirements,
including the specifications for processor speed, RAM, and network cards. In general, GoFileRoom recommends 1.5
Mbps of available bandwidth for every 50 workstations that connect simultaneously. Most GoFileRoom features require
an average connection of 30 Kbps per workstation.

NETWORKTROUBLESHOOTING

Network bottlenecks

A communication path for information that travels to and from your location and GoFileRoom is typically made of
several communication links, each with its own bandwidth. If one of these communication links is much slower than
the rest, itis a bandwidth bottleneck. A bottleneck results in data transmission delays. Delays typically occur when
bandwidth cannot support the amount of information being relayed at the speed it is being processed. Data cannot
flow through the pipe fast enough. If data cannot flow through the pipe fast enough, GoFileRoom may run slower and
web pages may take a long time to load. Because the lowest bandwidth at all communication links dictates your
effective, available bandwidth, you may have less available bandwidth than you think.

Using the TRACERT utility may help identify if there is some excessive latency on your network. See Appendix —
Using TRACERT to Measure and ldentify Latency. If you have high latency in the first hop, which will be your router;
then you have a problem with your router. Your router should generally have very fast response times (<10ms).

Bandwidth Utilization

There are many tools that can provide you with bandwidth utilization. Network professionals should already monitor
bandwidth utilization on a regular basis.

As general guidelines, your network is healthy in these conditions:

e Ultilization is running up to 15 percent most of the time.

e Ultilization is peaking at 30 to 35 percent for a few seconds at a time, with large gaps of time between
peaks.

e Ultilization is peaking at 60 percent for a few seconds, with large gaps of time between peaks. However, in
this instance, locate the reason for the peak. Determine if the problem might get worse or if you can isolate it.

If the 30 percent utilization peaks start occurring very close together, your network starts showing signs of degraded
performance.
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IN'i"E-IiNET SERVICE PROVIDER TROUBLESHOOTING

The web offers free tools that you can use to check your Internet connection speed and bandwidth, or monitor the flow
of Internet traffic. Speed tests can tell you if certain regions of the Internet are currently slowed down, which helps you
determine if your Internet connection speed is a global or local problem.

AnalogX offers NetStat Live, a free utility you can download and install to see your exact throughput for both
incoming and outgoing data — whether you're using a modem, cable modem, DSL, or local network. NetStat Live also
graphs your system's CPU usage. This is especially helpful in identifying if it's your computer that is slowing things
down, or if it's the Internet. The download is found at http://www.analogx.com/contents/download/network/nsl.htm.

Find out how fast your Internet connection speed is at the moment: Speakeasy, www.speakeasy.net/speedtest/.

Have the user go to other websites to ensure connectivity.
a) Go to www.yahoo.com to test simple HTML pages.
b) Go to www.microsoft.com to test ASP pages.
c) Compare download transfer rates between GFR add-ins and other sites like www.irs.gov.

Internet Backbone (Latency) Troubleshooting

Some tools:
e The Internet Traffic Report, found at http://www.internettrafficreport.com/, monitors the flow of data around

the world. It displays values between zero and 100 for various continents. Higher values indicate faster and
more reliable connections.

e The Internet Health Report, found at http://www.internetpulse.net/, provides data about network performance
(latency) between major U.S. Internet backbones.

Moreover, using the TRACERT utility may help identify if there is some excessive latency. See Appendix — Using
TRACERT to Measure and Identify Latency.

GOFILEROOM SERVERS TROUBLESHOOTING

In the unlikely event that a there is a problem with GoFileRoom’s production servers, there are a few checks your IT
professional can run in order to verify the issue:

e Identify the web servers the client is targeting.

e Go to www.gofileroom.com/server.htm to identify the GoFileRoom server in use.

e Go to https://member.gofileroom.com/server.htm to identify the ‘'member' web server their firm is using (this
will help differentiate which server is the problem, if at all).

e Give GoFileRoom support your IP address using www.whatismyip.com.

Any information provided to us will be forwarded to our engineer group in order to check server metrics; however we
recommend contacting your IT consultant or Internet provider for further research. Additionally, we may perform a
trace route (tracert) to GoFileRoom even though the trace route will time-out when attempting to reach us.
Nevertheless, we have found a TCP-version at www.dnsstuff.com. We will of course test our two internet
connections in the office (GFR and Thomson VPN) to see if there are any potential problems. High levels of
management will also attempt to determine if the reported performance issue is an isolated case or whether several
clients have reported similar issues.
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APIf’éNDIX 1: WORKSTATION MAINTENANCE

Using ScanDisk, Disk Defragmenter, and Disk Cleanup in Windows 2000
or XP

The best way to learn about Windows maintenance utilities is to study them from the source. As a result, Microsoft
knowledge base articles are provided below for each utility.

Note: As an administrator, you may wish to set up the utilities to run automatically. This may be performed by using
Windows Task Scheduler, a tool that can greatly increase efficiency and save time. Some of the articles below also
include how to schedule these automated tasks.

Windows 7 Disk Check — checks the integrity of your hard drive and repairs most problems.

Check your hard disk for errors in Windows 7 - https://support.microsoft.com/en-us/kb/2641432

Disk Defragmenter utility - As applications and files are saved and deleted, they gradually cause your hard drive to
fragment. Files are scattered in inefficient segments of the hard drive instead of optimized in logical locations. This
can cause slow performance because your workstation cannot access data as quickly as it should.

Defragmenting your hard drive regularly can increase your system's performance.

Note: Disk Defragmenter may take a long time to run, therefore it should be completed during extended periods of time
when the workstation will not be used (e.g., overnight).

e How to Analyze and Defragment a Disk - http://windows.microsoft.com/en-us/windows/improve-performance-
defragmenting-hard-disk#1TC=windows-7

e How to Automate Disk Defragmenter - http://windows.microsoft.com/en-us/windows/schedule-regular-
disk-defragmenter#1TC=windows-7

Disk Cleanup utility - The increase of temporary files in TEMP folders may cause applications to run more slowly. This
build up eventually affects processor resources unnecessarily, which may result in slower performance. Disk Cleanup
provides an easy way to delete temporary Internet files, other temporary TEMP directories, (%Windows%\Temp), and
Empty the Recycle Bin.

e Disk Cleanup Tool in Windows 7 - http://windows.microsoft.com/en-us/windows/delete-files-using-disk-
cleanup#delete-files-using-disk-cleanup=windows-7
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APF.’.ENDIX 2: BANDWIDTH — HOW MUCH IS ENOUGH?

What is bandwidth?

Bandwidth refers to the amount of information that can be carried in a given time period (usually a second) over a wired
or wireless communication link. In digital systems, bandwidth is expressed as bits per second (bps). For example, a
modem that runs at 56,000 bps has twice the bandwidth of a modem that runs at 28,800 bps. The higher the bandwidth,
the more data can be transferred in bits per second.

A good analogy is to think of your Internet connection as a pipe that water flows through. The term bandwidth
describes the diameter of the pipe and how much water (data) can flow through it. If you don't have enough available
bandwidth, then the pipe becomes clogged and data does not flow properly.

Available bandwidth becomes very important when you're running web-based products.
GoFileRoom is more sensitive to low bandwidth than other web pages. If your network
does not meet the system requirements for GoFileRoom, you may have inadequate
bandwidth. This can be further complicated when workstation system requirements such as
CPU processing speed, memory, and 100 Mbps LAN cards are also not met. If data does
not flow fast or freely enough, the performance of GoFileRoom may suffer and the end user
may encounter sluggishness or error messages.

o

But what if your equipment and network meet or even exceed system requirements and performance is still slow?

You might say to yourself, “I have plenty of bandwidth!” But, are you sure the amount of bandwidth you think you have
is really what is available?

Let's take a look at a case study. The firm connects to the Internet with a T1 provided by their ISP and utilizes 50% of
their bandwidth before the use of GoFileRoom and network hubs with default configurations (10 Mbps and half-
duplex). The connection speed of a T1 is 1.544 Mbps (megabits per second). The network administrator wants to
connect 40 workstations to GoFileRoom simultaneously. The administrator knows that GoFileRoom requires an
average data transfer speed of 30 kbps (kilobits per second) for each workstation connecting simultaneously. The
administrator does the math and believes he has more than enough bandwidth to run GoFileRoom on 40 workstations
simultaneously:

1. The administrator converts the unit of measurement for data transfer speed from Mbps to Kbps: 1.544 Mbps is
equal to 1,581 Kbps. (1.544 * 1024).

2. The administrator divides the Kbps transfer speed by the number of workstations to get the data transfer
speed available for each workstation: 1,581/40 = 39.53 Kbps available per workstation.

It looks like the firm has more than enough bandwidth to run 40 workstations simultaneously; 39.53 Kbps is available
for each workstation when only an average of 30 Kbps is required. But does the firm really have enough?

Let's take a closer look. The firm’s T1 connection to the Internet is already being utilized 50% before GoFileRoom was
even introduced due to general web surfing and VoIP services. Other web-based applications can also absorb
bandwidth. Therefore, half of the 1,581 Kbps total bandwidth is already being used for incumbent purposes. This
reduces the bandwidth available for GoFileRoom from 1,581 Kbps to 790.5 Kbps. (Subtract utilized bandwidth from the
total bandwidth: 1,581 Kbps — 790.5 Kbps = 790.5 Kbps available.)
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Moreover, the firm’s network has half-duplex hub architecture, which further delays the transmission of data. Why? A
hub is a device that connects segments of a network. It can transmit or receive data, but it can't do both
simultaneously. Data can only flow in one direction at a time, which greatly reduces throughput, or the rate at which
data can be transferred. With less than 790.5 Kbps of bandwidth available, and 30 Kbps calculated for each
simultaneous workstation connection, the firm can only run about 19 workstations simultaneously -- not 40: 790.5
Kbps/30 Kbps = 19.8 workstations. The calculation of 19 workstations doesn't include the effects of using half-duplex
hubs, which reduce throughput. Therefore, an estimated range for the number of workstations that can effectively run
GoFileRoom is 12 to 18.
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AF."F.’-.ENDIX 3: USING TRACERT TO MEASURE AND IDENTIFY LATENCY

The TRACERT utility, as the name suggests, allows you to trace the route or the path traversed by sending Internet
Control Message Protocol (ICMP) echo packets from the source to the destination. It also records the latency of each
intermediate hop. The TRACERT utility helps to pinpoint the node, within that path, that is causing network issues.

Note: For further information on how to use TRACERT, please go to Microsoft's knowledge base article 314868
- How to Use TRACERT to Troubleshoot TCP/IP Problems in Windows.

Interpreting TRACERT Results

Once you perform a TRACERT from the command prompt, you will have similar results as below:

Tracing route to www.gofileroom.com [170.224.18.150] over a maximum of 30 hops:
1ms 1 ms 1 ms 67-132-39-193.dia.static.qwest.net [67.132.39.193]
42ms 54 ms 84 ms ewr-edge-07.inet.qwest.net [67.132.87.229]

5ms 5ms 5ms ewr-core-Ol.inet.qwest.net [205.171.17.101]

22ms 33ms 32ms jfk-core-Ol.inet.qwest.net [67.14.5.2]

51ms 31ms 34 ms jfk-brdr-O2.inet.qwest.net [205.171.230.25]

37ms 41 ms 39 ms qwest-gw.n54ny.ip.att.net [192.205.32.169]

45 ms 41 ms 33 ms tbrl-p012201.n54ny.ip.att.net [12.123.3.106]

33ms 49 ms 47 ms arl-p312.n54ny.ip.att.net [12.123.0.49]

28ms 39ms 49 ms mdfl-gsrl2-2-pos-7-0.nyc3.attens.net [12.122.255.162]
10 37ms 24 ms 40 ms mdfl-bi8k-2-ethl-7.nyc3.attens.net [63.240.65.150]
11 117 ms 146 ms 62 ms 63.240.68.26
12 = * *  Request timed out.

OCO~NOUlSs WN P

Note: Since GoFileRoom restricts this command for security reasons, the request at hop 12 timed out. This is expected
when attempting to perform a TRACERT to any GoFileRoom server — including www.gofileroom.com.

The first column is the hop number, which is the Time-To-Live (TTL) value set in the packet. Each of the next three
columns contains the round-trip times in milliseconds for an attempt to reach the destination with the TTL value. The
fourth column is the host name (if it was resolved) and IP address of the responding system. In the results you will see
the comment, "over a maximum of 30 hops". This simply signifies that the diameter of the Internet is roughly 30 hops
and, therefore, many trace routes will only go that far out in trying to reach a destination.

To identify problems you should look for any asterisks (*) or excessively high numbers in the time columns (the third
column is the most reliable) in the TRACERT routes. "Excessively high" is a relative term and depends in part upon
your own Internet connection speed. For example, users connecting via a DSL connection will tend to see higher
round- trip times than users connecting via a T1 line. As a general rule-of-thumb, response times Below 100 ms are
"normal”, times between 100 - 300 ms are "moderately slow", and any times over 300 ms are "slow" and indicate a
potential problem. Asterisks indicate that the router did not return a response at all. If a particular router did not return
any times at all, then that's a good indication of the source of your problem.

Note: Some servers do not allow you to TRACERT to them - you will get timeouts and sometimes errors. You should
try multiple servers if you are testing your connection. GoFileRoom servers block the TRACERT utility for security
purposes.

The first 2 or 3 "nodes" or "hops" generally represent your computer and your ISP's server(s) and router(s). The last
two nodes represent the destination’s domain and the server on which it resides. All nodes in between represent
"Internet backbone" routers. These routers are provided by independent companies (like AT&T, Sprint, MCI, etc.)

If the TRACERT indicates that the problem may be at the domain or the server, you should contact GoFileRoom
Support so that we can investigate the problem. If the problem appears to be at your ISP, you should contact your ISP’s
support department for assistance. If the problem appears to be somewhere in between, there's really no one to

contact, since the backbone providers do not support end users. On the other hand, they generally do an excellent job
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of monitoring issues on their network, probably knew about the problem long before you did, and are working diligently
to correct it.

Note: TRACERT is a good way to check out ISPs: The good ones have fewer hops to a backbone site than the bad
ones. With bad luck or a bad ISP, you can sometimes see 20 or 30 hops between sites, and that's a performance-
killer.
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AP'P-ENDIX 4: CONFIGURATION RECOMMENDATIONS FOR OPTIMAL
PERFORMANCE
There are several factors which contribute to optimizing the performance of GoFileRoom at your site. GoFileRoom add-

ins and utilities can be configured in several ways — some are more efficient than others. This section discusses some
of the more common ways your organization can make GoFileRoom operate in a more optimal manner.

General Web Performance:

As discussed in this paper, this depends on the bandwidth of your internet connection, the number of users accessing
this bandwidth, and the types of activities performed.
e Investigate QOS (quality of service) appliances/applications, which will restrict the amount of bandwidth any
specific user can monopolize at one time.
e Clear your internet temp cache.

Configuration of GoFileRoom upload server:
Use the GoFileRoom upload server. Transferring the upload of PDF documents to a dedicated upload server frees up
the end user’s workstation resources so that they can continue with other tasks.

Other Helpful Performance Hints:

When closing an Acrobat document, use the File - Close function. This will keep Acrobat open in the background.
Clicking the Window’s X button will close Acrobat, requiring more system resources (and time) to open the next
document.

Transferring Upload Resources from Workstation to Server

The following Add-ins can be set to use your designated Upload Server instead of a local upload:
e Print To GFR
e Adobe Add-in

Dedicated Connectivity for Scan Stations

You can use a backup internet connection (DSL/Cable) to offload the uploading of documents which frees up your main
line.
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APPENDIX 5: GOFILEROOM SYSTEM REQUIREMENTS

General Requirements

Thomson Reuters programs are designed for professional production work. Our system requirements are based on
the assumption that professional accounting firms replace their computer hardware and operating systems
approximately every three years.

While our software may operate on less powerful hardware and operating systems, we do not believe it will perform at
a level suitable for production work in those environments. Of course, as processing speed and RAM are increased,
software performance will also improve. We recommend business class computers, which generally offer higher
levels of performance than home models when running business applications.

Operating System & User Workstation

System requirements are continuously updated and can be found here:
https://cs.thomsonreuters.com/support/systemrequirements/gofileroom.aspx

Scan Station

A scan station is a workstation that is devoted to scanning documents directly into Adobe Acrobat and subsequently
into GoFileRoom via the GoFileRoom ScanFlow and Upload Server Add-Ins or the CopyFlow utility. Scan stations are
typically directly connected to high- speed scanners via SCSI or USB ports.

Scan stations must meet the same requirements as the workstations that run the GoFileRoom application and they
must also meet the following requirements.

e Scan Station requirements can be found here: http://cs.thomsonreuters.com/ua/gfr/cs_us_en/miscf/it-
checklist-for-gofileroom.htm

e We recommend that you use a USB 2.0 port to connect the scanner to the scan station. Alternately, you can
connect the scanner via a PCI slot and Adrenaline card. If you use a PCI slot, the scanner PC must be a full-
size chassis (not a mini tower) to accommodate a full-size Adrenaline card.

e Adaptec ASPI layer must be up to date.

e When using a scan station, we recommend that you dedicate a backup business DSL or cable broadband
Internet connection (if available) to uploading documents from the scan station. This reduces the amount of
traffic for other general users.

e A TWAIN-compliant scanner is required for use with the scan station. See your GoFileRoom Consultant for
additional information.

e 20 inch monitor (flat panel)

e Microsoft .NET framework 1.1. If Kofax ® VRS® scanning driver is being used for scanning, then Microsoft
.NET framework 2.0 is required.

ApplicationFlow Services

ApplicationFlow is a suite of utilities that add integration to GoFileRoom such as GoFileRoom Upload Documents,
GoFileRoom File Importer, GoFileRoom Lookup List, and GoFileRoom .NET Local Cache.

Utility servers must meet the same requirements as the GoFileRoom application and the scan station. In addition:

e The services require a logon account. This account should be a standard domain user account that is
granted local administrative rights by being made a member of the local Administrators group (in Novel
network environment, create a local user that has the same name and password as a Novel user account —
they must match exactly).

e When creating the Upload Locations share, the Everyone group needs Full Control security and sharing
permissions to C:\Program Files (x86)\GoFileRoom\GFRUploadDocuments\UploadDocuments.



General Settings:
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DPI Setting in Advanced Display Properties set to Normal size (96 DPI). This setting is located in Start /
Control Panel / Display, click Set custom text size (DPI) and select 100% (Windows 7).

= B [
o,
@Uv@ » Control Panel » All Control Panel [tems » Display - ‘4,| Search Control Panel yel |
Control Panel H i : ®
iR Make it easier to read what's on your screen
Adjust resolution You can c_haﬂge the_slze of text and other items on your screen by choosing one of these options. To
temporarily enlarge just part of the screen, use the Magnifier tool.
'@ Calibrate color
Change display settings
@ Smaller - 100% (default Custom DPI Setti &
Connect to a projector ° ( ) e A @

Adjust ClearType text
Set custom text size (DPI

Seealso
Personalization

Devices and Printers

@ Medium - 125%

© Larger - 150%

For & custom DPI setting, select a percentage from the list, or

drag the ruler with your mouse.

Scale to this percentage of normal size:

a 2

8 point Segoe Ul at 96 pixels per inch.

[¥] Use Windows XP style DPI scaling

Third party pop-up blocker(s) should be switched on and always allow *.gofileroom.com.
Internet Explorer® must be the default browser.
Internet Explorer® Text Size should be set to Medium.

Internet Explorer® Encoding should be set to Western European.
Temporary Internet files should be deleted (as needed).
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Internet Explorer:

Text Size:

In Internet Explorer, choose View / Text Size / Medium.

Q@ | _ | https:/fuw.gofileroom.com/mainframe html

File  Edit Favorites  Tools  Help
Toolbars >
GOFIL Explorer bars >
© Home Goto » Search Wol
Stop Esc
Refresh F5
SEARCH | Zoom (100%) b
s Text size 2 Largest
Enceding 2 Larger
INDEXES .
Style | @ Medium
[ Client N Caret browsing F7 Smaller
[ ClientN Source Ctrl+U smallest
[] File Sec Security report
[] Docume International website address
Webpage privacy policy...
[] Descript Full screen F11

If the main menu is not showing, click the Page Icon, and then choose Text Size / Medium:

G- B & F

Mew Window Ctrl-+H

(eSS
[

Save As...
Send Page by E-mail...
Send Link by E-mail. ..

Edit with Microsoft Office Word
Zoom 4
Largest
Encoding Larger
® Medium
View Source
- - Smaller
Security Report
] i smallest
Web Page Privacy Policy...
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Encoding:

In Internet Explorer, click on View / Encoding / Western European (Windows).

e@|_] https://www.gofileroom.com/mainframe.html LP-ad ”__

File  Edit Favorites  Tools  Help
Toolbars 2
GOFIL Explorer bars 3
Q@ Home Goto 3 Search Workflows | Reports ~
Stop Esc
Refresh F5
SEARCH | Zoom (L00%) v
s Text size 3
Enceding 3 Auto-Select
INDEXES Sty .
e .
. @  Western European (Windows)
[] ClientN Caret browsing F7
More
[] Client N
S Gl @ Left-to-right document
[ File Sec S Right-to-left document
International website address
[ Docume . )
Webpage privacy policy...
[ Descript Full screen F11

Microsoft Internet Explorer settings:

1. InInternet Explorer, choose Tools / Internet Options.
2. Click the Programs tab.
3. Inthe Default web browser group box, ensure that Internet Explorer is the default web browser.

Internet Options E

| General | security | Privacy | Content | Connections | Programs | Advanced

Default web browser

@ Internet Explorer is the default web |

browser.

Make default |

[¥]iTell me if Internet Explorer is not the default web browser ;

Manage add-ons

Y Enable or disable browser add-ons
installed in your system.
HTML editing

“is  Choose the program that you want Internet Explorer to use for
_%, editing HTML files,

HTML editor: -]
Internet programs
Choose the programs you want to use
for other Internet services, such as Set programs

e-mail.

Lok J[ cancel || oo
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Handling of Temporary Internet Files:
1. In Internet Explorer, choose Tools / Internet Options.

2. Inthe General tab, click the Settings button in the Browsing History group box.

Internet Options
General | Security I Privacy | Content I Connections I Programs I Advancedl

Home page

l/? To create home page tabs, type each address on its own line,

a

. hitps:/fwww.gofileroom.com/| -

[ Use gurrent ] ’ Use default ] [ Use new tab

Startup

(7 Start with tabs from the last session
(@) Start with home page

Tabs
Change how webpages are displayed in tabs.
Browsing history

Delete temparary files, history, cookies, saved passwards, and web
form information.

[| Delete browsing history on exit

’ Delete... ] [ Settings ]

Appearance
Colors H Languages H Fonts ][ Accessibility l
[ ok ][ cencel ][ oy

3. Click the Every visit to the page options, and the click OK.

#

Website Data Settings [~ B[]

Temporary Internet Files | History | Caches and databases |

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:

(@ Every time I visit the webpage!
() Every time I start Internet Explorer
) Automatically

() Never
Disk space to use (8-1024ME) 250 =
(Recommended: 50-250MB)

Current location:

C:\Users\u0102029\AppData\Local\Microsoft\Windows',
Temporary Internet Files',

l Move folder... l’ View objects l[ Yiew files ]

[ ok || cancel
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4. Click the Delete button.
5. Mark the Temporary Internet files and website files checkbox, and then click OK.

Trusted Sites:

1. In Internet Explorer, choose Tools / Internet Options.
2. Click the Security tab.
3. Click the Trusted sites icon, and then click the Sites button.

Internet Options E

General | SECUrity | Privacy | Content I Connections | Programs I Advanced |

Select a zone to view or change security settings.

@ & v O

Internet Local infranet  Trusted sites  Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone.

4. Clear the Require Server verification checkbox, type *.gofileroom.com, click Add, mark the checkbox again, and
the click OK.

Trusted sites

‘fou can add and remove Web sites From this zone, All Web sites
in this zone will use the zone's security settings,

#dd this Web site o the zone:
| Add

ek git
hittps: §* . gofileroom. com Remove

Require server vetification (htkps:) For all sites in this zone

N[ ok | [ cancel

5. Click the Trusted sites icon again.

6. Click the Custom level button towards the bottom of the window.
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Internet Options

General | Security |Privacy || Cantent | Connections | Programs || Advanced |

Select a zone to wiew or change security sethings.

¢ © / ©

Inkernet Local intranet  QEEEEN

Restricted
sites

i
) F 4 This zone contains websites that vou 2=
v trusk not to damage your computer ar

vaur files.
You have websites in this zone,

Security level for this zone
Allowed levels For this zone: Al

- - Low

:: v - Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- Al active content can run

_ _ - Appropriate For sites that you absolutely trust

’ Custorn level. .. Default level ]

[ Reset all zones bo default level ]

I o4 H Cancel ] Apply

7. Inthe Settings group box, scroll about half way down to the Miscellaneous section and change the Display Mixed
Content option to Enabled.

Security Settings - Trusted Sites Zone

Settings

(%) Prompt -~
g, Allow websites to open windows without address or skatus b B
) Disable
(*#) Enable
& | Display mixed content
) Disable
@
) Prompt
g Erortt P o rhertrerbdficate selection when no certificat
() Disable B
() Enable
g, Drag and drop or copy and paste files
() Disable
(*) Enable
{:} Prampk 3

S Trelda laeal divackareo fabhowkan onlaadicn Filac Faoo cavoar

< | *

*Takes effect after vou restart Internet Explorer

Reset custom settings

Reset ko Loy v| [ Reset. .. ]

[ Ok ] [ Cancel l

8. Inthe Reset custom settings group box, select Low.
9. Click Reset and then click Yes.

10. Click OK and then click Yes.

11. Click the Apply button on the Security tab.
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Pop-Up Blocker

1. Inthe Internet Options dialog, click the Privacy tab.
2. Ensure the Turn on Pop-Up Blocker checkbox is marked.

Internet Options @

| General I Security | Privacy |Conter1t I Connections I Programs I hduancedl

Settings
Select a setting for the Internet zone.
 Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
be used to contact you without your explicit consent

- Restricts first-party cookies that save information that
can be used to contact you without your implict consent

[ Sites ] [ Import ] [ Advanced ] Default

Location

[ Never allow websites to request your

physical location

Pop-up Blocker
Turn on Pop-up Blocker
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

[ ok ][ cancel [ aooly

3. Click the Pop-up Blocker Settings button. In the Address of Web site to allow field, enter *.gofileroom.com.

Pop-up Blocker Settings @

Exceptions

Pop-ups are cumently blocked. “ou can allow pop-ups from specific
;_ | websites by adding the site to the list below.

Address of website to allow:

* gofileroom.com l Add I

Allowed sites:

Bemove

Remove all...

Motifications and blocking level:
Play a sound when a pop-up is blocked.
Show Motification bar when a pop-up is blocked.
Blocking level:
[ Medium: Block most automatic pop-ups - ]

Leam more about Pop-up Blocker Close

4. Click the Add button to add it to the Allowed sites and then click the Close button.

5. Advanced:
6. Click the Advanced tab.



7. Scroll to the Security section, clear the Check for server certificate revocation (requires restart) checkbox, and
then click OK.

Internet Options

| General | Security | Privacy | Content | Connections | Programs | &dvancsd

Settings:

. Digplay results, and go to the most likely site ~
() Do nat search from the Address bar B
. Jugt digplay the rezults in the main window
O Just go to the most likely site
) Security
[ Allow active content fram CD's ta run on by Computer
Allow active content bo run in files on My Computer
Allows software to run or install even if the signature is invalid
Check for publizher's certificate revocation
ce on [requires

Do not zave encrppted pages o dizk

Empty Temporany Intemet Files folder when browser iz closed

E nable Integrated Windows Authentication [requires restart]

Enable Profile Assistant

Use 551 2.0 b
I >

A *
<RI IS I&T 1

Restare Defaults

Ok ] [ Cancel ] [ Apply ]

Checking Your Browser

We highly recommend that you check to ensure all required components are installed on your workstation before logging
into GoFileRoom.

In Internet Explorer, open a browser window and go to: www.gofileroom.com. Click the Check Browser link on the Login
page (under the login/password area)

GOFILEROOM
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LOG IN

Login
calvin.leong@girdemo.com

Password

Forgot password?

LOG IN

View browser requirements




If a particular Active X Control is missing from the workstation, you should click the Information Bar at the top of the
GoFileRoom screen

Select Install ActiveX Control.

Click Install.

Internet Explorer - Security Warning

Do you want to install this software?

Mame: msxmid.cab

Publisher: Microsoft Corporation

E] Mare options

g While files From the Internet can be us
wour computer, Only inskall software

Install | [ Don't Install

[, this filz tvpe can potentially harm
m publishers you trust, What's the risky

The following Browser information screen will appear.

Browser Requirements

Please use this table to confirm that your computer meets the minimum requirements for using GoFileRoom.

If any items are missing or not enabled, please contact your Administrator.

SOFTWARE INSTALLED VERSION NUMBER ENABLED
Microsoft Internet Explorer 7.0+ Yes
Browser Cookies Yes

Allow pop-up Windows -

Trusted Site Security -

Adobe Reader or Acrobat 7.0+ Yes
MSXML 4.0 SP2 msxml4.dll (4.20.9841.0) Yes
Common Controls Active X mscomctl.ocx (6.1.97.86) Yes

Visual Basic Virtual Machine msvbvmB0.dll (6.0.97.97) Yes

This screen displays the names of the required components and their respective versions. Confirm that all components are
installed. A Yes in the Enabled column (as above) indicates that a component is installed.
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If any of the components are not installed, No appears in the Enabled column.

Notes

e For viewing PDF files only, a minimum of Acrobat® Reader® 9.x or higher must be installed. To annotate and
edit PDF files, the Standard or Professional versions of Adobe® Acrobat® 9.x or higher must be installed.
Ensure only one version of each Adobe product is installed - uninstall any other versions.

e |f MSXML 4.0 SP2 is not already installed, install it by clicking on the link in that respective row and follow the
instructions. (You may need to restart your computer.)

e |f Visual Basic Virtual Machine i.e. msvbvm60.dll (6.0.97.97) is not already installed, install it by clicking on the link
and following the instructions. (You may need to restart your computer.)

After installing all necessary components, you should click the Check Browser button again to ensure that all applications
now show Yes in the Enabled Column.
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